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WP6 Objectives

761 Federated * Collection of AAI Requirements
Authentication,

Authorization * Recommendation of approaches and solutions
Infrastructure (AAl) -+ proposal of a trust model
and Identity

Provisioning (AAI)

(Lead: INAF)
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D6.1 Activities

e Detailed analysis of the BPA architecture;
e Detailed analysis of the [VOA Authorization guidelines (recommandations);
e Revision of the mapping of AENEAS ESRCs AAI requirements to the AARC
BPA at the light of new inputs from other WPs and externals;
e Detailed definition on strategies for piloting:
o IVOA-BPA Interoperability Recommendations (inc. account

linking);

o VO RAP prototype further dev & testing;

o Fed AAl/checkin integration with owncloud for serving data (with
login/groups)

o RCauth Testing with Grid Middleware

o Collaboration Tools and Federated AAI Integration
e Final recommendations in D6.3.
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IVOA AuthZ recommendations

Study of the IVOA
standards (VOSpace
and recent working draft
for AuthZ) makes
emerge the general
approach to address
also the account linking
requirement.

It has to be translated
into OIDC token to
interoperate with a BPA
implementation.

1.

Multi-protocol AuthN - 2) Account Linking Courtesy of C. Knapic - G. Jerse -- INAF - OATs

ivo://ska.org/gms_ska?group_name

S KA 1) IsMemberOf (ID1, group_name) S RC
2) IsMemberOf (group_name)
AuthN < GMS_SKA GMS (<> AuthN
HTTPS Vad
l ? node
Ol a

JOINED ID {list of IDs} IDx
{“id":"925","type”:"eduGAIN”,”eppn”:name.surname@inaf.it}, “id”:7925” "type”:"eduGAIN"}
{“id":"1323","type”:"Google”,"email”:"name.surname@gmail.com”},
{1id":"123","type":"x.509",} Two standard call types:

IsMemberOf (group) — list of users {ID1: idType_11 : value_11;
idType_1m : value_1m
INAF - IA2 VO related activity description, IDn: idType_n1 : value_n1;
proposal for SKA AAA prototype idType_nm : value_nm}
IsMemberOf (ID1, group) — boolean
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Requirements specification documen

Table 1: List of general functional requirements, relative descriptions and mapping to AARC resources.

Req # Description Recommendation resource(s)
Funcl Roles include Project Investigator (P1) and project e VO Platforms for Research
group member Collaboration (DJRA1.3)
. . e Expressing group
A detailed analysis of both already membership and role
H H = H information (AARC-G002)
identified and new requirements
H Func2 SKA AAA system shall provide an Authorization e Authorisation across
comi ng from Other AE N EAS WP service to handle the multi-SP environments
dellverab|eS and from Improvements |n creation and management of groups and (Draft AARC-1047)
. . subgroups e Expressing group
international standards was done. In membership and role
. information (AARC-G002)
the D6.3, the new mapping between * Expressing resource
. . capabilities (AARC-G027)
requirements and responses will be
re pO I"[ed . It Wi " be u pdated at the Ilg ht Func3 A PI can retrieve data for an observed proposal e VO Platforms for Research
. . H and administer its project group (add/delete new Collaboration (DJRAL.3)
the final suggestions emerging from the el boron)
iIncomi ng Work Of AE N EAS teams by Func4 A PI should be recognized by the same credentials e Account linking and LoA
from the proposal submission up to advanced elevation use cases and
the end Of month 36 - products generation at SRC. The authorizations common practices for
should be propagated. international research
collaboration (AARC-G009)
Func5 A PI can be a PI for different project proposals e VO Platforms for Research
Collaboration (DJRA1.3)

e Expressing group
membership and role
information (AARC-G002)

Funcé A PI can be Co-I for different proposals e VO Platforms for Research
Collaboration (DJRAL.3)

e Expressing group
membership and role
information (AARC-G002)

Func7 An SRC staff member assigned to an observed e VO Platforms for Research
proposal (ARC-like “contact scientist”) can access Collaboration (DJRA1.3)
the Pl data with some administrative privileges e Expressing group
over the Pl himself/herself membership and role

information (AARC-G002)
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Piloting activities

In order to verify the feasibility of all the architectures and designs proposed, a list of pilots was defined. A
the beginning 7 pilots were identified, while some of them confluenced into others. Here a scratch of them:

e Activity #1 - IVOA-BPA Interoperability Recommendations (inc. account linking): in order to harmonize the
requirements of having a VO compatible services and a BPA compliant infrastructure, we plan to develop a test science
gateway VO compatible and integrate the BPA architecture in order to allow the execution of both VO compatible services calls
as well as computation in a distributed (and possibly not VO compliant) environments

e Activity #2 - INAF VO RAP prototype further dev & testing: The use case consists of a user that using a
Proposal Id would like to access his/her data in a workspace capable to give access to computational resources. It simulate the
science gateway and the redirection to the data lake where data can be found

e Activity #3 - Fed AAl/checkin integration with (INAF) Owncloud for serving data (with login/groups):
provision a second test instance of Owncloud, linked with EGI Check-In, to demonstrate federated AAl and serve data requiring
group-based authentication (e.g. to a group of researchers) and data accessible to only one person (e.g. to demonstrate
embargoed data);

e Activity #4 - AAl piloting as part of science data challenges with elnfrastructures - now closed as it’s
being covered in # 3;

e Activity # 5 - AAl piloting as part of itsm tools with elnfrastructures (Close as part of #7)

e Activity # 6 - RCauth Testing with Grid Middleware: Investigate the feasibility of having users use RFC3820 proxy
certificates from the RCauth online CA for interacting with grid storage elements, leveraging the possibilities provided by Dirac.
Ideally Dirac should be adapted so that users can do all work via the webportal and don’t need any proxy certificate on the
cmdline;

e Activity #7 - Collaboration Tools and Federated AAI Integration: To pilot common tools in a federated
environment, e.g. wikis, mailing lists, and planning/registrations. In extension, we want to make the community get used to the
federated way of working.
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~ #1IVOA - BPA interoperability

Depending on
infrastructure features,
the BPA as well as the

SKA Science Gateways

IVOA recommendations S o0 Auvorzaton lue
DataSet_1 ‘ ivo://<namespacel>/<catalog_namel>/<group_namel>
S h O u Id be S u p po r:ted " |VO A Services — DataSet_2 ‘ ivo://<namespace2>/<catalog_name2>/<group_name2>
Here a draft architecture | BERg@8=EfEE 1 e ——————
th at can res pond to both _____ p DataSet_n‘ ivo: pacen>/<catalog_ group_namen>
requirements: ~ ~ e
“““ Resource Infrastlcture A&A proxy
N BPA
LY translation
mrms(rucle services Information governance Sewlce
Data Center y v Data Center
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#1 IVOA - BPA intero

cience Gateway
<

SRC SCIENCE GATEWAY

This is a prototype to demonstrate the use of a SKA Regional Centre which uses an external
authentication and authorization service.

To use the Regional Centre Facilities enter the code of the observation proposal.

Proposal Code: ST.2022.1.00001.L Send

To use the demo you must have enabled the use of cookies

This branch of SKA_RC is in development. If you find errors try again after a few minutes.

Data Center
(Archive+Computation)

Token exchange
Data access and computation

IN:

Authentication

OUT: Use
Unique |

EAS - 731076

%)

>
eduGAIN

Use the eduGAIN or OrclD Logo to
Login or Register to RAP facility with
your Institutional account.

J

3 N
Use these Logos to Login or Register

to the RAP facility with your social
identity

Use the X.509 to Login with your
personal certificate  (IGTF  and
TERENA-TACAR). Or Local login.

E,/(;onf E"'Edit

Login with a manager account and
Configure RAP or edit your profiles.

s 3

%eg @oin

Self registration if you do not have
remote authentication system or Join
your identities.

J

(
RIAP]

Remote Authentication Portal was
written by Franco Tinarelli
at INAF-IRA
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~ #1 IVOA - BPA interoperability

—

Q
INTERNET, SN

Logged in as Franco Tinarelli (eduGAIN+Google+X.509) - Log out

__—

<+ Create new group r

, Quick links = Grouper

My groups Institute of Higher Education
My folders ) ) : . o :
This website allows you to manage groups associated with your organization and the members of those groups. For a list of answers to
My favorites frequently asked questions, refer to the support documentation.
My services
My activity
Miscellaneous Recent actiVity
Admin Ul
Lite Ul Added attribute Unknown to a membership for member Franco Tinarelli (eduGAIN+Google+X.509). 2019/02/21 17:07 PM
ite
Added Franco Tinarelli (eduGAIN+Google+X.509) as a member of the Unknown group. 2019/02/21 17:07 PM
Browse folders o
& Root My favorites %  Groups | manage # My services Lo
+| O etc View all favorites View all groups View all services
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&
" #1IVOA - BPA inte ro&e rabilit

Call EGlci web service
EGIci User Interface

Advanced European Netwol
for Astronomy with the SKA

Select RAP from EGlci Ul
OAuth2/OpenlD call to RAP

RAP User Interface

OAuth2/OpenlD call to AUTH
Return ‘code’ to RAP

Select the auth method from RAP

>

Request Token to AUTH
Return Token to RAP

>

Request User Info to AUTH
Return JWT info to RAP

Return ‘code’ to EGlci

<

Request Token to RAP
Return Token to EGlci

Request User Info to RAP
Return JWT info to EGlci
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#1 IVOA - BPA interoperability
1. Multi-protocol AuthN - 2) Account Linking Courtesy of C. Knapic - G. Jerse -- INAF - OATs

Ivo://ska org/gms skKar‘group name

S KA 1) IsMemberOf (ID1, group_mme)[ SRC

2) IsMemberOf (group_name)
AuthN <> GMS_SKA GMS (<> AuthN
= HTTPS Vad
, ? node
Ol Ol

JOINED ID {list of IDs} IDx
{{id":"925" "type™:"eduGAIN","eppn”:name.surname@inaf.it}, {“id™:"925" "type™:"eduGAIN"}
{fid":"1323","type":"Google”,"email”:"name.surname@gmail.com”},
{“id":"123","type":"x.509",} Two standard call types:

IsMemberOf (group) — list of users {ID1: idType_11 : value_11;
idType_1m : value_1m

INAF - IA2 VO related activity description, IDn: idType_n1 : value_n1;
proposal for SKA AAA prototype idType_nm : value_nm}
@berm (ID1, group) — boolE
Translation in OIDC Token | BPA Compliancy
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#2 RAP devels

Science Gateway Catalog ®
IN: proposalD
OUT: IVO-ID, Data_Center, files,
ivo://authority.org/path?grouplD

~ z ~
GER [~ 25

Use the eduGAIN or OrclD Logo to | | Use these Logos to Login or Register |  (Use the X.509 to Login with your
Login or Register to RAP facility with to the RAP facility with your social personal certificate  (IGTF  and
your Institutional account. identity TERENA-TACAR). Or Local login.

OUT: User O .

Unique ID ﬁ:onfl'_;dn Ches Oon R[A[P]

Login with a manager account and | | Self registration if you do not have Rem;;::r;g?::ggnﬂi:m:iwas

Configure RAP or edit your profiles. remote authentication system or Join at INAF-IRA
your identities.

SRC SCIENCE GATEWAY

This is a prototype to demonstrate the use of a SKA Regional Centre which uses an external
authentication and authorization service.

Authentication | */

eduGAIN

To use the Regional Centre Facilities enter the code of the observation proposal.

Proposal Code: ST.2022.1.00001.L Send

O

To use the demo you must have enabled the use of cookies

This branch of SKA_RC is in development. If you find errors try again after a few minutes.

|

Data Center
(Archive+Computation)
Token exchange
Data access and computatican

J

- J

Grouper/GMS
IN: grouplD, user_unique_ID G—
OUT: authorization

P
4
rouper.
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#2 RAP devels

LOGIN WITH Google (franco.tinarelli@gmail.com)
JOINED IDENTITIES:

Facebook (franco.ti i@alice.it); (£ ira.inaf.it);

PROPOSAL ST.2022.1.00001.L (Ownership: Full)

Dowload Experiment Files
Receive Account to Analyse Experiment files
Send ssh Pubblic Key to receive Username to Analyse Experiment files,

Move Experiment Files to another SRC
send

@ skaO1.ira.inaf.it

an account to

PROPOSAL: ST.2022.1.00001.L
ACTION: Analyse Experiment Files
The instructions for accessing your data have been sent to your email address.

Best regards
The IT_SKA_RC Staff

skarc.bo@ira.inaf.it
SKA RC IT: Access Information
To: Franco Tinarelli

[Mail automatically generated, doot reply]

Welcome to the SKA RC IT.

We send you the link to retrie
use of data processing
programs '

your credentials for the

https://src-sq.inaf.it/getdata.php?
h=5398601e0442269312e057207b164084183clacb591113aad69851bc3 >

2510c138c71ffbaa@df4c4f0f7c70b2d79c57818c6f2910bad8aacd8fc2

9fa6042899bc
M

The SKA RC IT Staff

USERNAME: skarc004

PASSWORD: dE!$dm8psg

actess the ska01.ira.inaf.it workstation, using an ssh login.
You can access your data following the link in your home directory.

AENEAS AHM -
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#2 RAP devels

—_—

/#/7id_token=eyJ0eXAIOiKV1QILCJht

RECENT CONNECTION

2 sonia.zorba@inafit ~

> X.509 A

{ ( 3

o J A

Use the eduGAIN or OrelD Logo to Use these Logos to Login or Use the X.509 Logo to Login with Use the 12 Logo to Login If you
Login or Register to RAP facility Register to the RAP facllity with your personal certificate (IGTF and have an account provided by 1A2
with your Institutional account your social identity TERENA-TACAR, are allowed) or self registered

© Need help? Ple:

ALL CONNECTIONS

testl

-

Web oriented connection
using several protocols like
ssh, VNC, telnet.....
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u. ork of E-infra

Egi -Checkln integration with OwnClou

SKA Science Data Challenge #1

The SKA Science Data Challenge #1 (SDC1) release consists of 9
files, with the format of FITS images. Each file is a simulated SKA
continuum image in total intensity of the same field at 3 frequencies
(560 MHz, representative of SKA Mid Band 1, 1.4 GHz,
representative of SKA Mid Band 2 and 9.2 GHz, representative of
SKA Mid Band 5) and 3 telescope integrations (8, 100, 1000 h as
representative of a single, medium-depth and deep integration,
respectively).

dd @S

Ancillary data consist of primary beams and synthesized beams for
each frequency. An explanatory supplement describes the data

and the challenge that is set for the community. A training set |s \o
also released, which consists in truth catalogues listing thgsagiect “c

in the simulated 1000 h data and their properties for a 5

field-of-view.

Zoom-in of the 1.4 GH. . showing th f 1 i
e ((e\ An. EGI Check-in service
et o rght. f@“}lm c“ec Secure and user-friendly federated

scription 3 5 : ;
N\s d v authentication and authorisation

The challenge set for the com e
source finding (RA, Dec) locate the centrgj 51&“

source property characterization (m(S ble core fraction, major and minor axis size, major axis

.

position angle)
source population identificati

G, AGN-steep, AGN-flat)

. OIDC supported

The full descritpion of the data and of the challenge set is here:

SKA Data Challenge #1 description DOWNLOAD /

Take up the challenge!
No OIDC supported
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#6 RCauth Testing with Grid Middleware

e it will provide an easy means for SKA users to interact with
Grid-based storage without the need for handling certificates and
their private keys;

e Check-in login to the Dirac web portal is possible now with
DIRAC4EGI using OIDC and Check-In;

e Demonstrate launching of SKA workflows onto GridPP resources
via RCauth without certificate.

RUCIO

Sl

1‘.;-;.,. i

EGI Check-in service
JSecure and user-friendly federated

authentication and authorisation

SCIENTIFIC DATA MANAGEMENT

ODIRAC

THE INTERWARE

Please ask details to Matthew, Mischa, David, Jouke, Rohini and Daniele
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#/

e Knowledge transfer of the AARC BPA to the SDC team at
ASTRON;

Exploration of potential implementations

Implementation of the AAl infrastructure;

Linking arbitrary services to the AAl infra;

ASTRON now has some experience with linking federated services

ASTRON

Netherlands Institute for Radio Astronomy

Please ask details to Matthew, Jouke and Zheng

18
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Final recommendations

aeneas

All the activities results are under reporting into the final deliverable due
on Month 36.

Most of the recommendations were summarized here to complete the
previous deliverable content.

Thank you !
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