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Outline

● Intro to EGI and EGI challenges

● EGI AAI CheckIn Service

● Levels of Assurance

● EGI Unique Identifier

● Credential translation service (further details - Licia’s presentation AARC)

● Demo
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EGI Foundation

Some user communities:
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EGI challenges

● Many users - Many Identity Providers (IdPs) ↔ Many Service Providers (SPs)

● Scalable authentication mechanisms

● Trust chain between Users (IdPs) and SPs - and vice-versa

● A way for communities to organize their users and how the those users access 
the services. A means to have “groups” and “roles”, that differentiate users 
capabilities to a given service.
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EGI AAI CheckIn Service I

● Federated Identity Access Management (IAM) solution for research communities.

● Combines multi-protocol federated access and flexible group/Virtual Organization 
management capabilities in one single platform.

● Designed to enable users to transparently access distributed federated service 
providers.

● Minimize overhead for end users, communities and service providers.

● Implements the AARC bluepring

Service
Providers

SP

Identity
Providers

IdP
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EGI CheckIn: AAI Federation II

SPs
EGI Services

User Community services

EGI 
CheckIn

IdPs

Social ID

Certificates

Attribute 
Authority

Who are you? 
User may have

several identities

What’s your group and/or role?

What services can we access?

Unique User Identity

Attribute 
AuthorityAttribute 

Authority
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EGI CheckIn: AAI Federation III

SPs
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CheckIn
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X.509
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OIDC - OAUTH2
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AuthorityAttribute 

Authority

OIDC - “Claims”
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Register

Login



8

EGI CheckIn: AAI Federation IV
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Where it fits in...

Service Providers - SPs

A possible model for 
OBELICS/Cleopatra

Identity
Providers

IdP
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What is “Levels of Assurance” - LoA

● “How confident you are that the person who is authenticating really is 
the person who is authenticating”

○ Not all the credentials are the same!

● Examples:

○ Very high level of assurance: eID - e-Government ID.

○ High level of assurance with ID verification:

● X509 certificates, many institutional IdP

○ Social media credentials:

● Everyone with an email account can have one.

● Not always the highest LoA is required:

○ For some low-risk activities low assurance credentials are usable!

● The minimum LoA required is determined by the user community and the 
service provider requirements.
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Use cases for the LoA in EGI

● EGI services LoA are defined by EGI.
● Community services LoA defined by the community. 
● Allow an IdP to advertise those LoAs for which it is able to 

meet the associated requirements.
● Allow an IdP to indicate the actual LoA in its responses.
● Allow a SP to express its expectations for the LoA at 

which a user should be authenticated.
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Levels of Assurance

● LoA: null
○ Social-identity credentials with no vetting, no uniqueness of the ID 
○ Allowed in EGI:

● Access open data.
● Perform read-only operation on non-sensitive data.

● LoA: A
○ EduGain Accounts
○ Allowed in EGI:

○ Low risk services, which do not hold data

○ Demos and training - limited time duration
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Levels of Assurance

● LoA: B
○ Subset of EduGain - IdPs that comply with R&S and Sirtfi (includes X509 

certificates):

● REFEDS: A Security Incident Response Trust Framework for Federated Identity (Sirtfi)

●  REFEDS: Research & Scholarship Entity Category (R&S)
○ Allowed in EGI:

● Submit pre-defined applications through science gateways.
● Use PaaS on the cloud.

● LoA: C
○ IdPs with LoA: B plus meet the requirement of IGTF BIRCH - identity 

vetting
○ Allowed in EGI:

● Submit and manage virtual machines.
● Access sensitive protected data.

○

https://refeds.org/wp-content/uploads/2016/01/Sirtfi-1.0.pdf
https://refeds.org/wp-content/uploads/2016/09/ENTCAT-RANDS-v1.3.pdf
https://www.igtf.net/ap/authn-assurance/igtf-authn-assurance-1.0.pdf
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EGI User Identifier
● EGI User ID is created by the Checkin service at the moment of the user’s first 

connection - User registers in the EGI Checkin.

● EGI Checkin service “generates” the EGI User ID from the attribute 
“eduPersonUniqueId” released by the user IdP.

● EGI User ID is:

○ personal, persistent, non-reassignable, non-targeted, globally unique, opaque

Mail Display name Given name Surname Distiguished name

Attributes released by the IdP (SAML assertions)

EGI Checkin
service
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Credential translation service

EGI 
CheckIn EGI Services

CI Logon
RC Auth

● CheckIn service is integrated with the RC Auth Online CA to provide X.509 
credentials:

○ The CI Logon delegation service makes possible to implement secure provisioning of X.509 
credentials to science gateways, portals and other applications.

○ Workflow designed in the AARC project.

● RC Auth is an accredited certification authority in the IGTF federation.
○ It will be accepted in all EGI services, and in all the other federations accepting IGTF certificates.

● All the users holding credentials with a sufficient level of assurance are able to 
access RC Auth certificates through the CheckIn Service.



www.egi.eu

EGI-Engage is co-funded by the Horizon 2020 Framework Programme
  of the European Union under grant number 654142 

The EGI AAI “CheckIn” Service
Demo

Mario David - LIP Lisbon
On behalf of EGI-Engage JRA1.1

1st ASTERICS-OBELICS Workshop 
12-14 December 2016, Rome, Italy.



17

Demo workflow

EGI AppDB
https://appdb.egi.eu/

Login:
EGI Checkin EGI AAI Checkin

https://aai.egi.eu/proxy... 

EGI SSO
https://www.egi.eu/idp/profile/SAML2/POST/SSO... 

Redirect:
EGI SSO

EGI AAI Checkin
https://aai.egi.eu/proxy... 

Accept:
Release of Attrib
SAML assertions

EGI AppDB
https://appdb.egi.eu/

Logged In:
Authorized

Service Provider - SP

EGI Checkin

Identity Provider - IdP

https://aai.egi.eu/proxy
https://aai.egi.eu/proxy
https://www.egi.eu/idp/profile/SAML2/POST/SSO
https://aai.egi.eu/proxy
https://aai.egi.eu/proxy
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AppDB login - https://appdb.egi.eu/ 

https://appdb.egi.eu/
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EGI Checkin - https://aai.egi.eu/proxy/  

https://aai.egi.eu/proxy/
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EGI SSO - https://www.egi.eu/idp/profile/SAML2  

https://www.egi.eu/idp/profile/SAML2/POST/SSO
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EGI SSO - https://www.egi.eu/idp/profile/SAML2

https://www.egi.eu/idp/profile/SAML2/POST/SSO
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EGI Checkin - https://aai.egi.eu/proxy/ 

https://aai.egi.eu/proxy/
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AppDB logged in - https://appdb.egi.eu/ 

https://appdb.egi.eu/
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AppDB logged in - https://appdb.egi.eu/

https://appdb.egi.eu/
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EGI Datahub - https://datahub.egi.eu/  

Data and storage 
management framework

OneData

Projects: 
Indigo-Datacloud
EGI-Engage

https://datahub.egi.eu/
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Thank you for your attention.

Questions?
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